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Abstract. We present a formal definition of malicious trolls in logi-
cal thresholdmodels for diffusion in social networks. These are agents
that on the threshold begin to transmit negative behavior and therefore
have the ability to cancel out other influences. Inspired by a diffusion
logic with recalcitrant agents, we propose a logic to reason about dif-
fusion with trolls and briefly discuss some valid properties and ideas
for future work.

1 Introduction

A troll is outside the mythological realm most commonly referred to
within the context of Internet communication. [3] (p.237) suggests the
following definition of a troll: “a CMC [computer-mediated commu-
nication] user (...) whose real intention(s) is/are to cause disruption
and/or to trigger or exacerbate conflict for the purposes of their own
amusement”.

There is a descriptive motivation to formalize these types of agents
as they do exist in various kinds of social networks but are yet to
be seen in a logical framework. In this context we attempt to model
agents who are part of the network and seek to disrupt a diffusion
setting from within the system.

Logics of diffusion with the use of threshold models in particular
has been explored in recent literature such as [1]. The idea is to track
how an opinion, trend or disease spreads from a given outset. Agents
in the network adopt an opinion when a certain number of their re-
lations adopt it. Inspired by a diffusion logic with recalcitrant agents
immune to peer pressure [2], we introduce agents that can disrupt the
information flow. When reaching the threshold, these agents have the
ability to ‘cancel out’ one influence for the agents it is connected to.
For each agent with a preceding troll, instead of contributing to the
diffusion, the troll can annul one other standard voice influencing the
agent.

We imagine a situation like an online comment section where a
troll given enough one sided opinions decides to express the opposite
opinion for disruption and attention, which in turn affects readers of
the comments.

Trolling behavior is captured by the operator A▸BC for three sets
of agents A,B and C . A▸BC states that when agents in B are trolls,
they affect the influence agents in A collectively have on agents in C .
We present syntax and semantics of the logic including this opera-
tor and discuss some axioms in brief before an assessment of future
directions.

Needless to say, this is only one depiction of trolling behavior and
one of many possible formalizations of it.
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2 Modeling Diffusion Trolls

Before introducing the logic we make the reader aware of the follow-
ing constraints on agents in our networks.

1. Agents cannot adopt negative attitudes.
Following the literature of diffusion logics, agents can only either
adopt an opinion or not. A discussion of an alternative framework
and motivations for it will be briefly assessed in the future work
section.

2. Trolls have equal powers of influence to other agents: each troll
can only cancel out a single positive influence per successor.
This choice is made to deliberately formalize trolls as agents in the
network without any initial position of power, apart from being
malicious by nature.

3. Trolls adopt opinions like other agents.
This corresponds to the idea that trolls aremischievous on purpose.
When reaching the threshold a troll actually adopts the opinion in
question, yet disrupts the influence on its successors.

4. Agents cannot change their minds.
Once an agent adopts an opinion, it cannot change anymore. This
will also be discussed in the section on future work.

3 Language, Threshold Networks and Models

Definition 1 (Syntax) We define the well-formed formulas of the
language ▸ to be generated by the following grammar:

� ∶∶= troll|¬�|� ∧  |A▸BC

where troll is a proposition and A,B, C are sets. We let connectives
like ∨,→ be defined as usual.

Definition 2 (Threshold Networks and Models) Let  be a non-
empty and finite set of agents, R be a binary relation on , � ∈ ℕ
where � ≤ || be a threshold and V ∶  → {troll, ∅} be a valuation
function.

We call  = ⟨, R, �⟩ a threshold network and  =
⟨, R, �, V ⟩ a threshold model.

The valuation function assigns the property troll to agents in the
network. I.e. for a thresholdmodel and agent a ∈ :, a ⊩ troll
iff a is a troll.

Note that unlike diffusion with recalcitrant agents in [2], we use a
constant threshold � over the set of agents. This is done for simplic-
ity, but our framework can easily be extended with individual thresh-
olds.



4 Semantics
The aim of this logic is to identify trolls and the effect they have on
the diffusion process. Following the work in [2] we define diffusion
chains in the network. These are sets of agents being influenced after n
time steps. Truth conditions ofA▸BC is defined by comparing agents
being influenced with and without trolls in the network.

LetR−1(a) = {b ∈  ∣ (b, a) ∈ R}. We first defineA∗ as the set of
agents eventually adopting an opinion without trolls. This is simply
the definition from [2] where the set of recalcitrant agents B = ∅.

Definition 3 ([2]) For any set A ⊆  and any integer n ≥ 0:

An =

{

A if n = 0
An−1 ∪ {a ∈  ∣ |An−1 ∩ R−1(a)| ≥ �} otherwise.

We define A∗ =
⋃

n≥0 A
n.

Then we define A∗troll
B as the set of agents eventually adopting the

opinion with B being a set of trolls. This is followed by the semantics
of our logic.

Definition 4 For any sets A,B ⊆  and any integer n ≥ 0:

Antroll

B =

⎧

⎪

⎪

⎨

⎪

⎪

⎩

A if n = 0
An−1troll

B ∪ {a ∈  ∣ |An−1troll

B ∩ R−1(a)|
−2 × |{b ∈ R−1(a) ∣ troll ∈ V (b)}
∩An−1troll

B | ≥ �} otherwise.

We define A∗troll
B =

⋃

n≥0 A
ntroll

B .

Antroll
B is the set of influenced agents up to and including the n-th step

in the diffusion process.We subtract the troll neighbors twice, once as
they are already counted in the set of neighbors and the second time
to mark their negative influence.

Definition 5 (Semantics) Let  be a threshold model, a ∈  and
A,B, C ⊆ . We define truth conditions as follows:

, a ⊩ troll iff troll ∈ V (a)
, a ⊩ ¬� iff , a ⊮ �
, a ⊩ � ∧  iff , a ⊩ � and, a ⊩  

, a ⊩ A▸BC iff A∗ ≠ A∗troll

B and (A∗ ⧵ A∗troll

B ) ∩ C ≠ ∅

Recall thatA▸BC states that when agents inB are trolls, they affect
the influence agents in A collectively have on agents in C . According
to the semantics, A▸BC holds at any agent a if and only if the set
of agents eventually adopting the opinion with B being a set of trolls
A∗troll
B is not equal to the final set of influenced agents had there been

no trolls A∗. We also need a condition that there is at least one agent
in C that will not be influenced when B are trolls, but would have
been influenced if there were no trolls.

We turn to Figure 1 for a simple example where b is a troll and � =
1. We observe that {a}▸{b}{d}. A∗ = {a, b, c, d} whereas A∗troll

B =
{a, b, c}. Agent b cancels out c’s influence on d. Had b not been a
troll, d would be influenced by a.

5 Valid Properties
While we leave a full axiomatization to future work, we briefly name
some valid properties.

a

b
c

d

troll

� = 1

Figure 1. Diffusion process where {a}▸{b}{d}.

1. Irreflexivity: ¬(A▸BC) when C ⊆ A
2. Trollness: ¬(A▸∅C)
3. Transitivity: A▸BC → (C▸BD → A▸BD)
4. Closure under subsets: A▸BC → A▸DC when B ⊆ D

1. states that no set of trolls can ever reduce the influence of a set of
agents over themselves. As agents cannot change their opinion once
made, any subset of the initial agents will remain influenced. Accord-
ing to 2. there can be no trolling without trolls. An empty set of trolls
forces A∗ = A∗troll

B . 3. captures that if set B of trolls affects A’s influ-
ence on C and C’s influence on D, then B also affects A’s influence
onD. 4. states that trolling does not disappear with more trolls. If a set
of trolls affect the influence that one set of agents have over another,
then any superset of trolls will also have an effect.

6 Conclusion and Future Work
We introduced syntax and semantics of a logic to reason about dif-
fusion in social networks with trolls. A troll in our framework is an
agent that on the threshold begins to disrupt the information flow.
Each troll can cancel out other agents’ influence in the diffusion pro-
cess. Trolls are captured in the A▸BC operator stating that trolls in
B affect agents in A’s influence on agents in C . Lastly, we discussed
some valid properties.

This work motivates many exciting prospects for future directions.
Technical results like completeness is not straight forward in this case,
but could be attempted inspired by the approach in [2].

Allowing agents to have negative attitudes creates a more expres-
sive, yet complicated framework. An important motivation is the dis-
crepancy between trolls being able to transmit negative opinion, while
agents can only adopt positive ones. Another descriptive motivation
holds for letting agents change their minds. This would however result
in a system without a guaranteed fix point and could cause problems
concerning trolls influencing themselves.

Finally, an interesting extension is to include a relational modality
◊� and a set of propositional letters representing agent properties.
Thenwe could begin exploring connections between relations to trolls
and the ability to be influenced.
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